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Resumen

Para afrontar los desafios en la lucha contra los delitos financieros, especialmente en el
contexto de la pandemia del COVID-19, este articulo focaliza en los datos sintéticos
financieros y en el uso de una herramienta de benchmark confiable para evaluar los
algoritmos de deteccion de fraude. Los departamentos de control de cumplimiento de las
instituciones financieras enfrentan el desafio de reducir el nimero de personas inocentes a
las que se las acusa de fraude por error. Para enfrentar este problema, las instituciones
financieras estan investigando la aplicaciéon de algoritmos de aprendizaje automatico para la
deteccion de fraude y la tecnologia de analisis de datos para desarrollar un sistema de
deteccién del fraude mas exacto y preciso. Sin embargo, los enfoques para la optimizacion y
la automatizacion del control bancario y los procesos de testeo son desafiantes ya que no
existe consenso en un benchmark. Investigamos la importancia de medir la aplicacion de un
benchmark para detectar los delitos financieros ante un sector financiero digital en
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crecimiento, como es el caso de México. Este estudio cobra especial importancia debido a
las serias amenazas que enfrenta un sistema financiero que se esta desarrollando
rapidamente. (Informe del Banco Central de México 2019) Estos riesgos se han empeorado
aun mas como resultado de los cambios acelerados hacia los pagos digitales como producto
de la pandemia COVID-19.

Abstract

To address the challenges in the fight against financial crime, particularly in the COVID-19
pandemic context, this paper focuses on financial synthetic data and the use of a reliable
benchmark tool to test fraud detection algorithms. Compliance departments at financial
institutions face the challenge of reducing the number of innocent people erroneously
accused of fraud. To cope with this problem financial institutions are exploring the
application of machine learning fraud detection algorithms and data analysis technologies to
develop a more accurate and precise fraud detection system. However, approaches to
streamlining and automating banks’ monitoring and testing processes is challenging as
there is no consensus on a benchmark. We explore the relevance of measuring the
applicability of a financial crime benchmark in the presence of a growing digital financial
sector, such as in the case of Mexico. This study is particularly important due to serious
threats that are faced by a rapidly developing financial system (2019 Mexican Central Bank
Report). These risks have been further exacerbated as a result of the COVID-19 pandemic
accelerating the shift towards digital payments.

Resumo

Para enfrentar os desafios na luta contra o crime financeiro, particularmente no contexto da
pandemia da COVID-19, este artigo se concentra em dados sintéticos financeiros e no uso
de uma ferramenta de referéncia confidvel para testar algoritmos de deteccdo de fraude. Os
departamentos de compliance de instituicoes financeiras enfrentam o desafio de reduzir o
numero de pessoas inocentes erroneamente acusadas de fraude. Para lidar com esse
problema, as institui¢des financeiras estao explorando a aplicacao de algoritmos de
deteccdo de fraude que envolvem aprendizado de maquina e tecnologias de analise de dados
para desenvolver um sistema de deteccao de fraude mais preciso. No entanto, as
abordagens para agilizar e automatizar os processos de monitoramento e teste dos bancos
sdao desafiadoras, pois ndo ha consenso sobre a referéncia a ser utilizada. Nos exploramos a
relevancia de medir a aplicabilidade de uma referéncia de crime financeiro diante de um
crescente setor financeiro digital, como no caso do México. Este estudo é particularmente
importante devido as sérias ameacas que um sistema financeiro em rapido desenvolvimento
enfrenta (Relatorio do Banco Central do México de 2019). Esses riscos foram ainda mais
exacerbados como resultado da pandemia da COVID-19, que acelerou a mudanca para
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pagamentos digitais.

1. Introduction

The COVID-19 pandemic has caused a societal shift in persuading more people to adopt
digital payment platforms as their primary form of payment (Pandey et al., 2020).
Nevertheless, with such a shift in consumer activity, we also see an evolution of fraud
occurring that takes advantage of the vulnerabilities in digital payment systems that appear
in the wake of such substantial changes (Karpoff, 2020). Financial fraud requires extensive
knowledge of protocols and systems to access accounts and transfer services, thus banks
have been strained to increase investment in security and fraud protection (van Driel, 2019).
Furthermore, these problems require new ways for control systems to rapidly adapt to
contemporary circumstances. A novel solution to this issue has been presented as a
benchmark that can appropriately measure the performance of a transaction monitoring
system (TMS). Nonetheless, this challenge presents one of the largest hurdles financial
institutions face today.

Financial institutions tune their control systems according to applicable regulations; these
can be broken down into two clear objectives: detect and prevent criminal activity
(increasing true positives) and reduce the number of innocent people wrongfully accused of
fraud (reducing false positives). The endeavors of financial institutions to achieve these
goals are frequently hindered, predominantly because of their inability to adequately assess
the actual amount of false negatives (undetected fraud) present in their datasets, rendering
conventional metrics of detection with little value of assessing the greater scope of financial
crime.

Machine learning (ML) fraud detection algorithms, including recent advances in Deep
Learning (DL), have been able to play a more effective role in finding the hidden
correlations between user behavior and fraud actions. However, many of these algorithms
often evolve with minimum input from an analyst and rely considerably on the data that is
provided. This in itself poses an additional layer of depth in the adoption/establishment of
technical standards to create best practices and is still an ongoing topic of debate in the
industry. This is especially true within the data bias assessment or fairness assessment, as
ML models trained on a biased dataset will cause bias/discrimination unintentionally (Das et
al., 2020).

The technological race between fraud and security has a large set of ramifications that is
often not recognized until much later. To rapidly counter fraud a less-than-robust model is
often introduced, which may be prone to bias through hastily made miss-classifications on
the incoming data. Moreover, to try to circumvent this approach and organize historical
data; the financial institution puts itself at great risk of a privacy leak. We believe that the
use of adequately bench-marked synthetic data can help mitigate a great part of this
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problem, and thus reduce concerns for bias and privacy in the realm of compliance.

Much of the data that can be used to regulate the training of a proper model is restricted
under privacy regulations (Zhang et al., 2020), significantly reducing the possibility of
collaboration between different stakeholders to improve fraud control tools that can prevent
financial crime, bias, and privacy leaks. A crucial part of the solution to these problems will
require a combined response of enriched synthetic dataset generation and proper metrics
that can adequately benchmark the performance and effectiveness of machine learning
algorithms that operate as part of transaction monitoring systems.

2. Background and context

Mexico is the second-largest economy in Latin America and ranks among the world’s 15
largest economies (World Bank, 2020). It has a robust financial sector and a well-capitalized
banking sector composed of transnational banks, national banks, and start-ups in fintech
(OECD, 2019). Although it is the springboard for internationalization for the region, nearly
half of its adult population does not utilize the banking ecosystem. In Mexico, ‘cash is king’,
even with the inclusion of digital solutions to cope with the pandemic only 37% of adults
hold a bank account (CNBV, 2020). This is particularly prominent in the south of Mexico
(OECD, 2019), where some areas have created their own alternative currency: Tumin
(Saldivar and Zavaleta, 2020). There are several factors that have led to this situation such
as high levels of the informal economy, low income, mistrust in the banking system, high
commissions, high-interest rates, abhorrence to taxation, and few products directed to
lower-income segments. All of these aforementioned issues serve as barriers to financial
inclusion.

Individuals who are part of the informal economy are concerned that part of their earnings
will go to taxes, which in their view means having fewer earnings. It is not uncommon for
individuals to distrust banks and refer to them as entities that will “steal” their money. This
sentiment is reinforced even further by how profitable banks in Mexico are (Estafol, 2019;
Juarez, 2015). On average 30% of the Mexican commercial banks’ income is attributed to
commissions (Condusef, 2017) and interest rates are circa 30% for cards, whereas small
enterprises face high borrowing costs (OECD, 2019).

Financial inclusion allows people and businesses to access useful and affordable financial
products (World Bank, 2018), which has been a top priority in Mexico for the past 20 years.
To achieve the desired impact, regulatory frameworks and policies must be set in place
(Naghavi, 2020). One of the more recent government programs that can be considered an
advance in Latina America for financial inclusion is the National Financial Inclusion Policy
2020-2024 (OCDE/CAF, 2020). The program aims to increase the number of Mexicans with
a bank account from 47% in 2020 to 65% in the next four years (SHCP/Ministry of Public
Education, 2020). This is a collaboration between the Bank of Mexico (Banxico), the
Ministry of Finance and Public Credit (SHCP), and the Ministry of Public Education built on
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top of several actions taken during the past 20 years to foster financial inclusion. Among
some of those relevant actions taken are:

- Interbank Electronic Payment System or SPEI® (in 2005), allowing shops (e.g. a popular
chain of convenience stores is Oxxo) to be agents for financial institutions and act as
intermediaries for paying utilities, withdrawals, or checking bank account balance (in 2008)

- Creation of the Department for Financial Inclusion (in 2009) and its surveys (CNBV/INEGI
2012, 2015, 208)

- 2016 National Financial Inclusion Policy
- Fintech Law (in 2018)

- Digital payment platform or Digital Purchase “CoDi” which is based on QR codes and near-
field communication technology (in 2019).

Similar to other countries, digital banking has been considered a key component to achieve
financial inclusion (Morales Guzman, 2018), (Alonso Fernandez de Lis, Hoyo, Lopez-
Moctezuma and Tuesta, 2013), (Maina, 2019). Alipay is referred to by the Mexican
Government as a success story of such an achievement (CNBV, 2020).

A number of digital payment solutions are both public and private: Samsung Pay, Apple Pay,
CoDi, Rappi Pay, PayPal, Mercado Libre. Figure 1 depicts an overview of the Mexican
Mobile Systems Ecosystem; between the Merchants and the Customers, there are several
actors, Financial Institutions (banks), regulatory authorities (such as Banxico and SHCP),
Internet technology (e.g. fiber optic or 4G technology) and its infrastructure, Mobile service
providers (e.g. Telcel), Mobile payment models (e.g. Paypal, Apple Pay), Device (e.g.
Samsung) and chip manufacturers, Card networks (e.g. Visa, Mastercard, American
Express), Payment processors, PsP/Gateways, Point of Sales (POS) Manufacturers and
payment networks.
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Figure 1. Overview of the Mexican Mobile Systems Ecosystem. Own visualisation. Between
the Merchants and the Customers there are several actors: the Financial Institutions
(banks), the regulatory authorities (such as Banxico and SHCP), Internet technology (e.g.
fibre optic or 4G technology) and its infrastructure, Mobile service providers (e.g. Telcel),
Mobile payment models (e.g. Paypal, Apple Pay), Device (e.g. Samsung) and chip
manufacturers, Card networks (e.g. Visa, Mastercard, American Express), Payment
processors, PsP/Gateways, Point of Sales (POS) Manufacturers and payment networks.

The Mexican Financial System is structured with two main actors at play; the financial
authorities or regulatory bodies; and the financial institutions. Figure 2 depicts an overview
of the Financial System. The two most important regulatory bodies are the Bank of Mexico
(Banxico), which has been autonomous since 1994, and the Ministry of Finance and Public
Credit (SHCP). It is important to highlight that Mexico is an observer at the Budapest
Convention on cybercrime and its regulation is aligned to international regulatory bodies
such as The Basel Committee. Furthermore, the banking sector is regulated by the National
Banking and Securities Commission (CNBV), which is part of the SHCP, and complies with
Banxico’s regulation of payment systems and transfers.

Mexican Financial System Intemnational Organizations
|

B SHCP
BANCOw=MEXICO

Figure 2. Overview of the Mexican Financial System. Font and line color key: Blue:
Regulatory Bodies, Black: Where money flows.

The regulatory framework is continuously being updated, one of the most significant
reforms occurred in 2014 to boost access to financial products and financial inclusion
(Avendano Carbellido, 2016). Hence, the banking law has adapted to advances in technology
as well (Avendafio Carbellido, 2017). Particularly relevant are two legal instruments: The
Credit Institutions Law (DOF, 1990) and the Financial Technology Law (DOF, 2018). Article
142 of the Credit Institutions Law legislates banking secrecy, whereas article 115 requests
the establishment of measures and procedures to prevent or detect crime as defined by the
articles 139, 148 or 400 of the Federal Penal Code.

The fintech law, considered a milestone of legislation in the Latin American financial sector,
introduces a regulatory regime for open banking and covers three types of fintech
companies: electronic payment institutions, asset management institutions, and
crowdfunding institutions. Article 58 of the Financial Technology Law regulates the
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establishment of measures and procedures to prevent or detect crime. Responsible for
upholding these procedures is the Financial Intelligence Unit (UIF), an institutional body
focused on implementing policies to combat money laundering and financial terrorism,
originally derived from Mexico’s participation in the Financial Action Task Force (FATF-
GAFI). The FATF is an intergovernmental organization founded on the initiative of the G7 to
develop policies to combat money laundering.

According to the 2019 Mexican Central Bank Report, cyber risks were one of the most
serious threats faced by the Mexican financial system (Banco de México, 2019). These risks
have been exacerbated as a result of having accelerated the shift towards digital payments
brought about by the COVID-19 pandemic (Procuraduria Federal del Consumidor, 2020).
Criminals have taken the opportunity to exploit the COVID health emergency by targeting
vulnerable individuals through cyber fraud. For instance, an estimated 4 million complaints
were registered in the third quarter of 2020. Moreover, it also reveals a greater proportion
of total frauds from 32% in 2016 to 69% in 2020 (Condusef, 2020). Likewise, in Q3 2020 e-
commerce fraud complaints reached 4.1 million and mobile banking transactions fraud
complaints reached 142k. The amount of cyber fraud reached 8 million MXN (UDS 430k).
85% of these complaints were resolved in favor of the user and the financial institutions had
to cover the cost of the compensation.

The Financial Consumer Protection Agency (Condusef) data show that on average 463
fraud-related e-commerce and mobile banking transactions occur every hour as a result of
scams. The situation is so dire that the legislative body has decided to intervene (Senate of
the Republic, 2020). In March 2021, draft legislation was approved by the Senate Economy
Committee to combat cyber fraud by increasing user protections and ramping up media
campaigns (Senate of the Republic, 2021).

Banks utilize TMS as one of the core systems of the compliance capability areas (Figure 3).
Generally, there are three main compliance capability areas in anti-money laundering and
counter financing of terrorism (AML/CFT) compliance programs: Human Capital, Control
Systems, and Management Process. A TMS monitors customer transactions daily or in real-
time, as the volume of the transactions increases, so does the complexity of the monitoring.
Accordingly, this complexity was particularly accentuated during the pandemic. An effective
TMS should enable financial institutions to assess whether a customers’ transactions are
legitimate or suspicious when compared with historical information. However, the
effectiveness of these systems is often not ideal and can incur a multitude of costs. For
example, there is an operational cost in customer service when a customer’s transaction is
flagged as a fraud when it is legitimate. Whereas when a fraud is approved by the system,
the costs are the chargeback and the transaction value. Furthermore, a customer may feel
dissatisfied by the service provided and choose to take their capital elsewhere.

A TMS must be updated constantly to adapt to the rapid pace of technological advances,
sophistication of criminal activity, and increasingly strict regulatory requirements for
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compliance. Financial institutions find it difficult to track development and compare its
compliance performance. Indeed, many Chief Compliance Officers (CCOs) are increasingly
concerned with upholding compliance regulations, that is, proving to regulators that
financial institutions are proactively identifying illicit activity. Although financial institutions
have invested heavily into technology that supports the compliance framework, the
automation of this technology has proven challenging to implement as it requires constant
attention and time-consuming updates to keep it from becoming obsolete.

Traditionally, fraud is detected by rule-based systems that use algorithms to perform several
fraud detection scenarios. To approve a transaction, a fraud analyst writes several rules one
on top of another that identifies signals, such as unusually large transactions or unfamiliar
geographic locations. Thus, rule-based systems need frequent incorporation of scenarios to
cohesively detect correlations between user behavior and fraud actions. Moreover, these
systems are unable to process real-time digital data streams, a worrying concern when
given the recent shift to digital transactions during the course of the pandemic. Currently,
most of the fine-tuning assessment of suspicious transactions still relies on compliance
officers, indeed, personnel accounts for a significant share of compliance costs. For these
reasons, financial institutions are interested in investing in machine learning and adapting
deep learning fraud detection algorithms because these can be more effective in finding
correlations (Aggarwal, Wareman, and Lehman 2020, 140-166), (Jullum, Loland, Huseby,
Anonsen, and Lorentzen 2020). What follows is a brief overview of the current state of
artificial intelligence approaches.

Compliance Capability Areas

() o-¢
- 8
He0
Human Capital Control System Management Processes
* Training * Performqnce metrics * Customer complaints
« Expertise « Transaction Monitoring » Compliance

« Turnover Systems (TMS) * Regulatory change
* Reporting * Risk indicators

Figure 3. Types of Compliance Capabilities Areas. Transaction Monitoring Systems
mapping within a very simplified compliance capability.

3. Challenges in financial crime analytics

This section covers the current challenges in the fight against financial crime, in particular,
we will discuss the use and generation of financial synthetic data and the use of a reliable
benchmark tool to test fraud detection algorithms. We will contemplate the relevance of
measuring the effectiveness of financial crime controls in the context of a growing mobile
payments market that promotes financial inclusion in Mexico.
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3.1 Access to financial datasets

Access to real-world data is a domain agnostic challenge that is present throughout many
sectors, whether they are academia, industry, or governance. Financial transactions across
different channels, such as credit card payments, insurance claims, or online payments, are
generated by financial institutions. These datasets are not publicly available due to privacy
regulations. Furthermore, having access to fraud-annotated datasets, that is, transactions
that have been proven to be fraudulent, is an even greater endeavor . As such, if an
anonymized dataset is publicly available for academic research; the time window shared
might not be sufficient for a researcher to adapt a fraud detection algorithm “to learn” what
is normal and abnormal consumer behavior.

3.2 Imbalanced datasets

As a result of the imbalanced nature of transactional data that machine algorithms are
trained on, their adaptation for fraud detection is more challenging. An imbalanced class
distribution refers to a set of data where the number of fraudulent transactions is
significantly lower than legitimate transactions i.e. around 1% or less of all total
transactions. Conventional ML classification algorithms are designed to improve the overall
correct identification of fraudulent and normal transactions by reducing the error range of
the algorithm. However, highly imbalanced datasets can heavily skew their performance. As
a result, classification algorithms can be biased or inaccurate in the identification of the
fraudulent minority class. Nevertheless, undersampling and oversampling techniques, such
as Synthetic Minority Oversampling Technique (SMOTE), are often used in addressing these
issues.

3.3 Synthetic data

Synthetic data has shown to be a cost-effective value proposition in several domains (Barr et
al., 2020). In finance, its use case has gained significant interest, in particular in the areas
of financial crime detection and compliance (Lopez-Rojas, Axelsson, and Baca, 2018)
through addressing challenges posed by accessing financial datasets due to privacy
regulation (Barse, Kvarnstrom, Jonsson, 2004). Furthermore, within synthetic data,
conditions yet to be encountered can be simulated. Thus, potential strategies that criminals
deploy can be taken advantage of, to adapt current control systems for plausible criminal
behavior.

Synthetic data can be defined as entirely new data points generated to resemble or keep the
statistical properties of the real dataset. A key consideration is the effectiveness of the
synthetic data when it is used. For instance, a core principle of validating the usability of
synthetic data is to observe if an ML model built from synthetic data performs as well as
models built from real data. Therefore, synthetic data must aim at mimicking the statistical
properties of the real dataset, however, a synthetic dataset cannot be a replica of real data,
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for that would compromise on the privacy we aim to uphold.

The quality of synthetic data relies on two principal factors; a) type of methodology applied
to the generation of the data and b) robustness, quality, and feature depth of the original
data. To begin with, simply extrapolating the correlations or patterns among the real
dataset’s attributes or variables is not enough to create quality synthetic data. Also, it is
sound to assume that we are starting with a real dataset that is large enough, that has as
much information on its attributes as possible, and that is unbiased. Although there is no
consensus on the approach to create synthetic data, it is important to note that the chosen
method should be explainable i.e. answer questions about the data creation process (Barr et
al., 2020). Indeed, a challenge that synthetic data faces is of limited use-cases because the
quality and trustworthiness of synthetic data have not been accepted by practitioners. Thus,
it is advisable to also make a comparison between the synthetic data and the real dataset to
fully understand its reliability.

In finance, generative models have gained significant interest, as they can provide privacy
preservation i.e. the synthetic data cannot be mapped back to the original dataset (Assefa,
2019), although recent work has found that such claims may be unsupported and require
further research to understand (Stadler, Oprisanu, and Troncoso, 2020). Regardless of such
opinions, generative methods are considered better than the de-identification methods, such
as data masking, shuffling, and encryption, given that de-identification generated synthetic
data can be mapped back one to one to the original dataset.

3.4 The limitations of ML metrics in financial crime analytics

The implementation of machine learning or deep learning can ensure efficient and effective
regulatory compliance programs and save money for the financial institution. Metrics are
used to evaluate the performance of fraud detection algorithms. Fraud detection is at the
basic level a binary classification problem where it is predicted whether a transaction is a
fraud (positive) or non-fraud (negative). There are four possible classification outcomes;
when an algorithm correctly classifies a transaction as fraud or non-fraud it is called True
Positive (TP) and True Negative (TN), respectively. When the algorithm erroneously
identifies a non-fraud transaction as a fraud, it is called Type I error or False Positive (FP). A
Type II error, also called False Negative (FN), is when a transaction is erroneously
identified as non-fraud given it is a fraud.

Precision, recall, and accuracy are the traditional metrics used to assess the performance of
classification algorithms, unfortunately, these metrics are inadequate in fraud detection,
albeit there is some preference for precision-recall curves (Saito & Rehmsmeier, 2015).
Precision measures the proportion of fraud identifications that were correct. Recall
measures the proportion of actual frauds that were identified correctly. F1 Score is a
function of precision and recall. Accuracy describes “close-to-true value”, however, in the
domain of financial fraud it is not very useful since the datasets are imbalanced; that is,
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fraudulent transactions are less than 1%. So, if a model predicts that at least 99% of all the
transactions are legitimate, this is not a very helpful measure to gauge the performance of
the classifier. To address some of these issues, we have seen the rise of Cohen’s Kappa and
Matthews Correlation Coefficient (MCC), which tries to address a larger scope of variables
to gauge classifier performance. Although the use of K has been an area of debate inside ML
domains (Delgado & Tibau, 2019) and outside them (Bexkens et al., 2018), we see a much
more positive reception for MCC (Chicco & Jurman, 2020).

Nonetheless, we feel that these measures are still not enough to formulate an adequate
benchmark with machine learning in the domain of financial fraud and propose that model
performance should also be evaluated in terms of the financial amounts of fraud missed and
falsely identified normal transactions to determine the appropriate metrics, and thus
achieve a much more robust and discriminative classifier.

4. Benefits of a benchmark in financial services

4.1 Fraud detection in financial services

Compliance departments face the challenge of reducing the number of innocent people
wrongfully accused. To cope with this problem financial institutions are exploring the use of
fraud detection algorithms and data analysis technologies to have a more accurate and
precise fraud detection system. However, approaches to streamlining and automating
banks’ monitoring and testing processes often lead to more bias and privacy concerns
(Johnson et al., 2019).

Existing solutions within these domains are tailored to integrate with TMS. These are often
modified by their respective vendors to provide some deeper level of analytics and fraud
detection over their competitors. Nonetheless, there are also solutions outside TMS that
serve as platforms for training sophisticated machine learning models for swift deployment
and classification of fraud. These either serve to expand on the current pool of data
available through adding more parameters or expanding existing ones to train more robust
models. Although these solutions do increase the detection of fraud, they are still under the
constraints of data privacy and are severely limited in the data they can utilize.

As shown in Figure 4, financial institutions have the task at hand to develop and maintain
controls for their TMS. It is crucial for the development of effective fraud detection to have
accurate alerts. The generated alerts are considered ‘good’ when the number of fraudulent
transactions detected is representative of the total fraud, and that the number of innocent
people who are mislabeled as fraudsters is as low as possible. Accordingly, the greatest
challenge for banks is to understand beforehand, how effective a new control is (an
algorithm responsible for classification) in contrast to already active control. This laborious
task regularly involves numerous iterations of trial and error, taking up months if not years
to perfect. Once the new control has been assessed to be within an adequate range of
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classification, it is deployed to make actual decisions in real-time. However, over-time the
performance of the control will diminish, as criminals will deviate from their usual behavior
to avoid being detected. Thus, this time-consuming process is iterated on repeatedly,
leaving small gaps for criminals to exploit and profit from. Ideally, with an adequate
benchmark to measure the performance of these controls ahead of time, financial
institutions will be able to cut down on the time it takes to deploy their controls, and thus
utilize the most appropriate control for current criminal behavior.
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Figure 4. Impact of assessing financial crime controls (benchmarking).

4.2 The future of technology in Digital Financial Services

The COVID-19 pandemic drove the Mexican population to change their shopping, buying
and paying for services. Consequently, a large proportion of Mexico has moved from
physical currency towards digital solutions, such as mobile phones or online payment
systems. Nonetheless, frauds have also followed this trend and thereby increased. The
digital transformation of many sectors, as in the case of the financial sector, has been
accelerated as a result of the Covid19 Pandemic. This suggests, as the profitability of the
financial entities rises, financial inclusion will be playing a larger role in these ecosystems.

Despite the policies and regulations set in place, technological advances in finance have
been misdirected. If digital banking is to be considered as a tool to help fight inequality and
contribute to the economic empowerment of the non-banked population, it is necessary to
address several challenges.

First of all, cultural, practical, structural, or political factors behind why some Mexicans
seem to be hesitant to adopt technological advances need to be identified and addressed.
For some, it was surprising that Samsung Pay decided to not continue operations in Mexico.
Hence, it is important to understand the barriers contributing to the low use of financial
apps or services such as CoDi or Samsung Pay. High commissions are arguably one of the
most daunting hurdles that consumers will face when considering the adoption of digital
payments. These are exacerbated even more so for the vulnerable populations who are more
prone to economic hardships. Moreover, indigenous or older populations may find it more
difficult to adapt to the new technologies, thus great care must be taken to evaluate the
app’s accessibility for all types of demographics. Nevertheless, perhaps an important issue
to address is building trust in the system: implementation of laws and regulations to protect
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consumers would go a long way in establishing the foundation for this. Yet, if this is not
addressed, it will perpetuate a perception of impunity, and thus, mistrust in the banks and
systems which tie these delicate and intricate systems together.

Secondly, there should be further work regarding how to improve current laws and
regulations. As such, in the realm of mobile banking regulatory challenges, we observe a
system forced to fit into a rigid framework that does not work for people with low income or
credentials. Reasonably, we should think outside of the box to develop fair and inclusive
financial services that are able to broaden the scope of inclusion, while still being able to
remain profitable and safe. ML-based solutions will have an important role in promoting
financial inclusion. Furthermore, one can debate the degree of society who will stay
‘cashless’. As such, it is worth noting that there should not be a situation where
discrimination against a particular group remains, therefore, we must refine our systems
from the ground up.

A robustly designed benchmarking tool that allows for the assessment of how reliable a
fraud detection system is performing, is an essential building block in the creation of a safer
digital ecosystem that can incorporate a wide range of demographics that may have been
previously omitted. Indeed, the confidence that crime is actually being reduced will not only
make consumers feel safer about where they store their money; but also smooth out the
customer onboarding process, which more often than not, can dissuade or discriminate
against potential customers.

The growth of innovative technologies is another essential step in building a fair economical
digital society, however, areas of the FinTech Law must be revised to lower the capital entry
barriers to make Mexico an appealing place for fintech firms. Other countries, such as the
United Kingdom, have already begun to push their policies for innovation. One such
example is a digital sandbox of data to speed up the development of companies that may not
have access to the necessary resources for their solution. This combination of synthetic data
and open source code has found great success in the exploration and scaling of innovative
financial inclusion technologies, hence, it has been praised by an independent review of the
UK fintech industry (Kalifa, 2021). Consequently, the inclusion of regulatory guidance for
other innovations in financial services, for instance, balance sheet lending, numerous
investment services, or central bank digital currencies; would further help in the refinement
of financial inclusion.

Thirdly, when taken into account that regulatory bodies themselves will use new
technologies to modernize or improve operations and processes. The exponential growth of
the mobile payment strategy to boost financial inclusion will diversify the communities that
partake in the Mexican Financial System. Therefore, regulators must be prepared to deal
with a substantial growth of diverse scenarios and adapt accordingly by utilizing cutting-
edge technology, or risk becoming overwhelmed and unable to supervise the financial
system.
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Fourthly, an approach to public policy, laws, regulations, and governance should be created
from the ground up with a digital native mentality. Certainly, current governance has
evolved following technology advancements, but it is undeniable that they are from times
past. For case in point, a classic TMS may be considered an archaic legacy system that has
evolved to adapt to new rules, yet its evolution is limited by the direct interaction of the
user. Thus, it is becoming much more obsolete over time in contrast to a TMS that has
machine learning embedded for their decision-making. There are yet many technological
advancements and changes coming from the market that need swift adaptation of current
solutions. To name just a few, we have digital banking, decentralization from blockchain
technology, digital currencies. All providing a new influx of data with higher complexity
than anything we have seen before; something that the current and older framework is most
definitely not prepared for.

Conclusively, there is a great challenge to create public policy, laws, regulations, and
governance that adhere to the rapid advancement of technology. This is further complicated
by a fast-spreading marketplace that aims to foster an environment of competitiveness and
innovation, while also trying to boost financial inclusion and protect customer rights. Thus,
it is necessary to work on strategies, for instance, an open, continuous, and inclusive
dialogue with shareholders can be adopted. This can be complemented by workshops among
policymakers, academics, and finance and technology experts; to discuss ways of benefiting
from technological advancements, and thus, avoiding the pitfalls that come with complex
regulatory environments.

For financial crime and AML, a Triple Helix cooperation model among the academy,
financial institutions, and law enforcement agencies have been suggested to have several
benefits for the fight against financial crime (Lopez-Rojas, 2019). A major challenge is that
institutions are currently uncompromising in shifting away from their respective domains;
hence, the lack of mutual understanding and trust between academia and financial
institutions. Therefore, hard work is needed to understand each other’s needs and reach a
consensus on a collaborative environment for innovation.

5. Conclusion and Future Work

Safety is key to build up and maintain consumer trust in the use of digital banking. A
benchmarking tool is extremely useful to help financial institutions manage the regulatory
risks posed to them by fraud. In this paper we explored the particular case of Mexico and
discussed how benchmarking of financial crime controls can help create a safer
environment that will encourage Mexicans to use digital financial services.

During times of instability, such as the recent pandemic, as well as looking ahead to the
post-COVID19 era, it is necessary to work on strategies that strengthen the digital financial
sector. Thus, it is essential to create a more dynamic infrastructure, one that boosts
economic recovery, bolsters inclusion, and can even help grow and maintain itself as the
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Latin American fintech hub. Indeed, given the multidimensional nature of the challenges of
financial inclusion; the design of such strategies must incorporate knowledge of both the
economic and social context. Which unites the stakeholder’s (e.g., consumers, Banxico,
public and private sector) incentives and interests, with the innovation of technologies (e.g.,
new business models, products).

The crux of addressing these problems is to acknowledge that the industry currently suffers
due to a lack of quality real data, due to privacy restrictions or lack of optimized data
storage and cleaning. This is especially a pain point when a set of labeled data is required,
as it can take many months of restructuring organizational levels and data infrastructure to
make use of real historical data.

Synthetic data does not have such a limitation, because it can be created quickly and
integrated with clear labels for machine learning tasks. However, there is currently no clear
measure on the quality of synthetic data that everyone can agree on; moreover, the
development of synthetic data for sophisticated financial crime, such as money laundering,
is still embryonic in its development.

Although further work is required to define such strategies given the evolution of
technology and the way trustable finance will be conducted in the future; some key areas
that will drive this innovation forward are:

A. increasing the quality and confidence in the use of synthetically generated data

B. further development of benchmarking tools using synthetically generated data for
machine learning algorithms, and

C. building the foundations to extend the work from privacy to different aspects of
trustworthiness such as explainability and robustness for the generated data

These principles will gear towards the development of high-fidelity synthetic data to better
inform data-driven learning, and solutions in financial crime for benchmarking machine
learning controls, consequently, paving the way to the creation of a safer and more
accessible financial digital ecosystem.
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